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Digital Payment - Convenient - Secure

Risk and Fraud
Management Service
Best protection to your online business

Being the leading PCIDSS compliant electronic payment service and solution provider, a certified 3D-Secure vendor in Asia, AsiaPay strives to
capitalize on the latest ePayment and security technologies, offer the latest authentication and anti-fraud control & management tools to support your
Card-Not-Present (CNP) business. Our flexible anti-fraud system, ePayAlert, automatically identifies, filters and analyzes each payment transaction,
and immediate alert you for high risk transactions. Its customizable rules setting function enables personalized fraud control settings in meeting your
business needs. Besides, AsiaPay professional Risk Management team offers fraud monitoring and consultancy services, providing comprehensive
risk protections to your online business.
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International Security Standard
+ PCIDSS compliant system and security management

+ Sales — Payment analysis

« Operations - Exceptional sales, retrieval and
chargeback analysis

+ Secure transaction processing - Data encryption, data masking and IP track
Anti-fraud Controls

« ePayAlert Filter - Real-time payment filters on IP, card prefix, velocity, limits,
countries...etc.

Best Practice Sharing

» Acquisition - Know-Your-Customer control

+ ePayAlert Fraud Analysis - Real-time payment behaviour analysis and alert on
fraudulent potential payments

» Merchant Review - Consultation service to assist
company, products and website reviews

- Merchant Education - Reference resources,

Advanced Authentication Controls workshop training and advisory support

+ Payment Authentication - CVV2 / CVC2 validation; 3D-secure authentication - Industry market update - Latest fraud trend, controls

and technologies update with Card Associations and
banks

+ Negative Database - Validate against ‘positive’ and ‘negative’ list of credit cards,
IP address, etc.
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Core Benefits

Minimize Loss and Risks - Early effective fraud detection and minimize fraud and related potential chargebacks, losses and unnecessary fines
Enhance Productivity - Minimize time and resources spend on manual transaction monitoring and analysis, and chargeback handling

Save Costs - Minimize the setup and development on alike fraud screening and monitoring system

Enjoy Added Protection - Share protection from the updated negative card and IP records across Asia , and monitoring support from PayDollar
Better Flexibility - Customizable fraud control rules, tailored to your unique business needs.
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